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Purpose  
 
This procedure is intended to: 

 Support and contribute to our overall activities to keep all children and young 
people safe 

 Provide social workers with detailed guidance on handling sensitive information 
whilst out of the office  

 
All Children’s Social Workers will be required to read and accept that they have read 
and understood this policy.  Failure to comply with this policy may lead to disciplinary 
action. 
 
Background 
 
There will be occasions when as a social worker you will need to have with you 
sensitive information regarding a child, young person, family member or other 
individuals. Examples include: home visits; children in need meeting; child protection 
conference; foster home review, adoption / foster panel, court (list is not exhaustive). 
 
This information is important to enable you to provide the level of support needed, 
make decisions, offer advice etc. 
 
However, due care and consideration needs to be given at all times regarding the 
safety of the information and ensuring the information is not lost, stolen or accessible 
by unauthorised individuals. 
 
General Data Protection Regulation (GDPR) and Data Protection Act 2018 
 
Principle 6 of the GDPR requires that personal data must be: 
 
Processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures. 
 
The GDPR does not have a definitive list as to what is personal data, the definition 
that is provided states: 
 
Personal data means any information relating to an identified or identifiable natural 
person (data subject). 
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In other words, any information that is clearly about a particular person.  This is 
clarified further as: 
 
An identifiable natural person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural 
person. 
 
What this means for Social Workers is that virtually everything you will have with you 
relating to a service user will be personal data unless it is totally anonymised. For 
example; if you have a list of initials with a PIN number, this will be personal data.  
Looks, appearance and behaviour, current living situation, private and subject data will 
all be personal data. 
 
Sensitive personal data is now known as Special Category Data and is any 
information relating to: 
 

 Racial or Ethnic Origin 

 Political Opinions 

 Religious or other philosophical beliefs 

 Trade Union membership 

 Physical or Mental Health 

 Sex life or sexual health 

 Genetic data; and 

 Biometric data (where processed to uniquely identify someone). 
 

Criminal offences (alleged or actual) have been further separated out by the GDPR 
but you should still treat them for the purposes of this policy as sensitive data. 
 
Sensitive personal data (special category data) should be held separately from other 
personal data, preferably in a locked drawer, filing cabinet or case.  As with personal 
data generally, it should only be kept on laptops or portable devices if the files have 
been encrypted.  It should not be communicated through unsecure email routes such 
as your own home personal email account.  In addition to the impact on safeguarding, 
loss of personal data is a breach of GDPR and may lead to substantial fines of up to 
10 million euros for the Council.  The new law also enables individuals to take legal 
action and/or claim compensation for damages caused by breaching GDPR. 
 
Personal Responsibility & Accountability 
 
Each member of staff has a personal responsibility to ensure information relating to 
children, young people and their families is kept safe and secure. 
 
Negligent, reckless or deliberate mishandling of personal data in breach of 
organisation policy, standards or guidelines is considered a possible gross misconduct 
offence. 
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Staff must notify their line managers immediately on suspicion of loss of any 
confidential information.  Line managers are responsible for ensuring that appropriate 
action is taken to investigate and manage such incidents. GDPR requires serious data 
breaches to be reported to the Information Commissioner within 72 hours,  you must 
report data breaches as soon as possible via MyICT (Information Governance & 
Security Breaches form).  
 
Managers must ensure staff are aware that disciplinary action may be taken when it is 
evident that a breach in confidentiality has occurred as a result of a member of staff’s 
neglect in ensuring the safeguarding of confidential information. 
 
Protocol / Procedure 
 
The following section provides guidance on various issues when taking information out 
of the office. 
 
Removal 
Whenever you are contemplating removing information from the office to attend a 
meeting, home visit etc, it is first of all important to consider exactly what information is 
needed. Do you need the whole file, or will just certain parts be sufficient. 
 
If the information is in hard copy, would it be possible to take an electronic copy. This 
way the information will be stored on an encrypted device and if lost or stolen, will 
cause no impact on the family or any named individual. 
 
If removing paper records, ensure information is recorded in a log book (both out and 
in). This way, at anytime it will be clear who has what information and for what 
purpose. In the event of a breach, this can help in identifying exactly what information 
has been compromised and how the impact can be managed.   
 
At all times, any information in your possession needs to be kept safe and secure and 
due care and attention needs to be afforded at all times to prevent any accidental loss, 
disclosure etc occuring. 
 
Transport / Transit 
When on route to your visit / meeting, you must ensure information is secure. Do not 
leave paper records, laptops etc on the front seat. Always store them in the boot of 
your car and keep it locked.  
 
If taking information home in advance of a visit or meeting the following morning, 
never leave papers files or any device in the car. Always keep the information or 
device in your house. It is also advisable not to keep the paper records with the 
electronic device. In the event of a burglary, a thief will target electronic devices and 
therefore by keeping paper records separate, will again reduce the impact. 
 
Destruction 
Any copies of original documents which have been taken out of the office need to be 
destroyed in a safe and confidential manner on return to the office. Wherever possible, 
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a cross cut shredder should be used, alternatively confidential waste bags must be 
used. 
 
Anonymisation 
 
Whilst conducting home visits etc, there will often be a need to make notes to enable 
you to complete your records fully when returning to the office. 
 
It is good practice to ensure your notes, whilst they will still make sense to you are 
sufficiently anonymised to prevent anyone else identifying the individual. 
 
Anonymisation means you do not have any way of identifying the data subject.  For 
example, if your notes do not have any PIN numbers, names or initials in them.  A 
note simply identified as “Visit 1 – dd/mm/yyyy” would be suitably anonymised if it 
contained no other identifying information. 
 
To fully anonymise your notes is not practical in reality and can only really be done 
properly by computer systems.  In practice, endeavour to keep personal identifiable 
information to a minimum in your paper records.  Use initials and reference numbers 
where possible (although if lost this will still be classed as personal data but it does 
minimise the risk). 
 
Examples of Breaches that have occurred 
 

 Sensitive data left in laptop bag when returned to ICT Services 
 

 Information relating to others left with families following visits 
 

 Safeguarding minutes and notes left in meeting rooms 
 

 Sensitive material from meetings found in street 
 

 Sensitive material stolen from car along with electronic devices 
 

 Sensitive material emailed home to private email addresses and shared 
with others via private email. 
 

 Sensitive material left on printers/MFDs 
 

 Information relating to wrong child/family stapled to other documents 
 

 Envelopes containing sensitive data incorrectly addressed 


